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NHOPOPMAILIMOHHAA ITAMATKA
IS OBYYAIOIIUXCA 1JIAA PASMEINEHUSA HA O©PUITUAJIBHBIX
HUHTEPHET-PECYPCAX

C KOKIBIM TOJAOM MOJIOJEKH B HMHTEPHETE CTAHOBUTHCA OOJbINe, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX MoOJib3oBaTtened Pynera. Mexny tew,
MMOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEH, HMHTEPHET HECET M IMPOOIIEMBI.
DTa maMsgTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOAUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmnploTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTrpPaMM,
OTIMYUTEIBHOW 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT HMOBPEAUTH WJIU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amynieHa 3apakeHHasi mporpamMma, a Takke MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEpallMOHHYI0 CHCTEMY CO BceMHU ¢aiiiamu B 1iejoM. B GOJBIIMHCTBE CllydaeB
pacrpoCTPaHsAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTO)]LI 3allIMTHI OT BPECAOHOCHBIX IpOorpaMm:

1. Hcnone3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, MUMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. lloctosHHO ycTaHaBinWBail madyTd (UMQPPOBBIE 3amJaTKH, KOTOPBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MpPOTpamMMbl) U Jpyrue
OOHOBJICHUS CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecaum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha CcBOeM KOMIIBIOTEpPE TIOJI TMpaBaMH TOJIb30BATENs, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHEUIHUE HOCHUTENM WH(MOpMAIMHU, Takue Kak (Jelika, AUCK WIH
(baiin U3 uHTEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpblBail KOMIbIOTEpHbIE (halibl, TOJYYEHHbIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cerun WI-FI



Wi-Fi - 3To He B niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIh OpPEHII,
mapka. Eme B 1991 roay Huaepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH.
"WECA", urto o6o3Havyasio cinoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOIUTCS Kak "0ecrpoBOHAsS TOYHOCTh".

Jlo Haillero BpeMeHH JIoIuIa apyrasi abOpeBuarypa, KoTopas sSBJIsSE€TCS TaKOM
ke TexHosorued. Dto abOpemarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3ByKoBoW TexHuku Hi-Fi, uro B mnepeBoje
O3HAYaeT "BBICOKAsi TOYHOCTB".

Jla, OecrimaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adpoIropTax sSBISCTCS
OTIIMYHOW BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTHE 3KCmepThl CUHMTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBstoTCS 6€30MacHBIMHU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He nepenanaii cBoro auunyto uHbopmMaiuio yepe3 oodmenocrynusie Wi-Fi certu.
PaGoTast B HuUX, KellaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI U KaKUEe-TO
HOMEDA;

2. Ucnionw3yit u 0OHOBISI aHTUBUPYCHBIE ITpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30Macullb ce0sl OT 3aKaUKH BUpPyca Ha TBOE YCTPOICTBO;

3. [Ipu ucnonszoBanuu Wi-Fi otkmroun Gyskiuio "OO0mui goctyn K Qaitinam
u npuntepam". JlaHHas (QyHKUMS 3aKpbiTa MO YMOJIYAaHUIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHus B paboTe min yueoe;
4, He wucnone3yii nyOmumuneiidi WI-FI anga nepemauum JHYHBIX JaHHBIX,
HaIpUMep JIJIsl BBIXOAA B COLIMATIBHBIE CETH WM B 3JIEKTPOHHYIO MOYTY;

5. Ucnonw3yii Tosbko 3ammuuieHHoe coeaunenue yepes HTTPS, a e HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢GyHkiuio "Tloakmouenne k Wi-Fi
aproMarnuecku". He momyckail aBTOMaTHMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunajbHble CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KHU3Hb, MHOTHE JIFOJU paboOTaoT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musinapa 4ejioBek,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHE IOJIb30BATCIIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMU B COIUAIIBHBIX CETSIX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B COMAJILHBIX CETAX:

1. Orpanuub crucok Apy3ei. Y 1e0s B Apy3bax HE TOJKHO ObITh CIy4YailHBIX U
HE3HAKOMBIX JIFOICH;
2. 3amuiai CBOO YacCTHYIO W3Hb. He yka3beiBail maponu, TenedoHsl, aapeca,

ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOPMANHUIO. 3JI0YyMBINIICHHUKA



MOTYT HCIIONB30BaTh Ja)xke HHPOpPMAIMIO O TOM, KaK Thl U TBOM POAUTEIU
IUIAHUPYETE IPOBECTH KaHUKYJIBL;

3. 3aimuiai CBOK penmyTaluio - JEpKU €€ B YUCTOTE U 3ajJaBail cebe Bompoc:
XOTen Obl Thl, YTOOBI ApPyrue MOJIb30BATENNM BHUJEIH, YTO Thl 3arpykKaeuib?
[Tonymaii, mpexe 4eM 4To-TO OIMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4. Ecnu TBI rOBOpULIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3YH CBOE
pealbHOE UMS U JPYTYIO JIMYHYI0 MH(QOpPMAaIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eObl U poUee;

S. N3Gerait pasmemenus: ¢ororpaduit B MHTEpHETE, TIe THI M300pa)KeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIIOIOKECHUE;

6. [Ipu peructpaiyi B COUMaIbHON CETH HEOOXOAUMO UCTOIb30BaTh CIOXKHBIE
IIapOJIH, COCTOSIIINE U3 OYKB M IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

7. JUtst colMalibHOM CETH, MOYTHI U JPYTUX CATOB HEOOXOJAUMO MCIOJb30BATh
pasHple maponu. Torzma ecium TeOs B3JIOMAaOT, TO 3JIOYMBIIUICHHUKH MOJIydar
JIOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CMOCOO MmiIaTexei, OJHAKO
CYIIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEKTPOHHBIC ICHBIU TTOSBUIIUCH COBCEM HEJITaBHO M UMEHHO M3-3a ATOTO BO
MHOTHX TOCYAapCTBaxX 0 CUX TOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKITMOHUPYIOT U O HUX YK€ MPOIMKMCAHO B 3aKOHE, T/Ie
WX pa3leisioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC W HE aHOHWMHBIE. Pa3Huiia B
TOM, YTO AHOHMMHBIC - ATO T€, B KOTOPBIX pa3pemiaeTcs MPOBOAUTE Oneparuu 0e3
UACHTU(UKAIINY TTOJIH30BATENS, @ B HCAHOHUMHBIX HICHTH(DUKAIUS TTOH30BaTEIs
SBJIIETCS 0053aTEILHOM.

Taxxke crnemyer pasnuyaTh DSJIEKTPOHHBIE (uaTHBIE JACHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJICKTPOHHbIE He(dUaTHbIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 10 0€30MACHO padoTe € JIEKTPOHHBIMHY IeHbIAMHU:

1. [IpuBsxu K cueTy MOOMIIbHBIN Tene@oH. DTO caMblil yTOOHBIA U OBICTPBIi
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. HUcnonb3yri omHopazoBeie mnaponu. llocie mepexoma Ha yCHIEHHYHO
aBTOpH3allMi0 TeOe yke He OyIeT yrpokaTh OMacHOCTh KpaXH WJIM TepexBaTa
IUTATEXHOTO MapoJIs;

3. Boibepu cnoxubiii maposnb. [IpectymHukam Oyaer HeE MpPOCTO yrajaaTh
CIIO>KHBIN Taposb. HanexHbie mapoiu - 3T0 mapoJid, KOTOPbIE COAEpKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B ce0sf CTpOUYHbIE M MPOIMUCHBIE OYKBBI, HUGPHI H
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
t.11. Hanpumep, $tROng!;;



4, He BBOAM CBOM IMYHBIC IaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEUIb.
DJIEKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIIIEMbIE €10 YCIyTU MO
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITbIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAIUAT
CIIEYIOIKUM 00pa3oM: UMsI_TIOJb30BaTeNss(@uMs_AoMeHa. Taxke kpoMme nepeaadn
IIPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpE1aBaTh (pailibl.

OcHoBHBIE cOBEThI 110 0e301acHOil padoTe ¢ JICKTPOHHOH OYTOM:
1. Hano BbIOpaTh mNpaBWIBHBIA TIOYTOBBIM cepBUC. B uHTEpHETE ecTh

OFpOMHBIﬁ BI>I60p OeCIUIaTHBIX MMOYTOBBIX CCPBUCOB, OJHAKO JIy4IIC JOBCPATH TCM,
KOTI'O 3HAaCllb U KTO HGpBBIﬁ B peﬁTHHFC;

2. He yxaspiBail B Tu4HON moute JHuHYyI0 uMHMopmaruio. Hampumep, myuiie
BBIOpAaTh "My3bIKaIbHBIN (panaT@" umu "pok2013" BmecTo "Temal3";

3. Hcnonb3yil AByX3TaNHYI0 aBTOPU3ALMIO. ITO KOTJa IOMUMO HapoJis HY>KHO
BBOJUTH KOJ, MPUChLIaeMblid 0 SMS;

4, Bri6epu cioxubIi naposs. st KaKI0ro MoYTOBOTO SIIHUKA JOJIKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Ecnmu ecTp BO3MOXHOCTh HAamucaTb CaMOMYy CBOW JIMYHBIM BOIPOC,
MCIOJIb3YH 3Ty BO3MOXHOCTb;

6. HUcnonb3yidi HECKOJIBKO TMOYTOBBIX SAIMIMKOB. llepBbI miisi 4acTHOU

MEPENUCKU C aJpecaTamu, KOTOPbIM Thl JOBEPSEIb. ITO JICKTPOHHBIA aApec HE
HAJI0 UCIOJIH30BaTh MPU PETUCTPALIUU HA PopyMax U CalTax;

7. He otkpeiBaii (aitniel u apyrue BIOKEHHUS B MUChMaX, JaXe €CIU OHH
MPUIILTA OT TBOUX Jpy3el. Jlydine yTouHW y HUX, OTHPABISUIA JIU OHU TeOe 3TU
(baisl;

8. [Tocne oxoHyaHusi pabOTHl HA TIOYTOBOM CEpPBHUCE IEpel] 3aKPBITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b Ha)kaTh Ha "BeriiTu".

Ku6epOy1imHr win BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymumHr - peciaeoBaHrue COOOIEHUSIMHU, COAEPKAIIMMU OCKOPOJICHHUS,
arpeccHio, 3alyruBaHne; XyJIUTaHCTBO; COIMAbHOE OOMKOTHPOBAHKE C TIOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBEeTHI 10 00pHOE ¢ KUOEPOYIIMHIOM:

1. He Opocaiicst B 60ii. JIydmmii croco0: MOCOBETOBATHCS Kak ceOsi BECTH W,
€CIIi HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHAYale YCHOKOUTHCS. EcCIu ThI
HAYHElIb OTBEYaTh OCKOPOJCHUSMHU HAa OCKOPOJIECHHUsS, TO TOJIBKO elle OoJIbIie
pa30xKeNIb KOH(PIUKT;

2. VYnpasinsii cBoeit kubeppenyTaimei;



3. AHOHMMHOCTH B ceTd MHUMasl. CyIeCTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4, He croutr Bectn XynuraHckuii o0pa3 BHUpPTyaldbHOM Ku3HH. HTepHer
buKcupyeT Bce TBOM JEHUCTBHS W COXpaHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

S. Coburonail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit  equnuuHblid  HeratuB. OJIHOpa30oBble  OCKOPOUTENBHBIC
cooOmeHust Jydmie UrHopupoBaTh. OOBIMHO arpeccst MpeKpamaeTcs Ha
HayaJIbHOU CTaJUH;

1. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHUPOBKM OTHPABKUA COOOILIEHHH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu Thl cBUzerens kuOepOysuMHra. TBOM AEHCTBUA: BBICTYIUThH IMPOTHUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HNOJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKass IOMOIIb, COOOIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe CMapT(POHBI U TJIAHIIETHI COoJIepKaT B ceOe BIIOJIHE B3POCIBIiA
GyHKIIMOHAN, W TEmepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMmmbloTepamu. OIHAKO, CPEJCTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX TMPOUCXOJIUT HE TaK
WHTEHCUBHO, Kak j1s [1K, To ke camoe kacaeTcs U MOOMIIBHBIX MPUSTOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ HNPaKTUYECKH JIOTHAIU
HACTOJbHBIE aHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATA BIEYET 3a CoOOM
OOJBIIYIO CIIO)KHOCTh Y MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJILHOTO TesiepoHa:

Hudero He sBisercs mo-HacTosimeMy OecriaTHbIM. Bynb octopoxeH, Bellb
Korja Tede mpeasaratoT OecIyIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIaTHBIE ycnyrd; Jymait, npexae uem otnpaBuTbh SMS, dboto win Buaeo. Tol
TOYHO 3HAElllb, I7Ie OHU OyAYyT B KOHEUHOM UTOTrEe?

Heo6xoaumo OOHOBISTH ONEPALMOHHYIO CHCTEMY TBOEro cMmapT(doHa;
Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbl 11 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyaii mpuiiokeHusi OT HEU3BECTHOTO MCTOYHHUKA, BEllb OHU MOTYT
CoJepKaTh BPEJOHOCHOE MporpammHoe obOecnedenue; Ilociae TOro kak Tbl
BbIiilelIb C caiiTa, ri€ BBOAWJI JIMYHYIO HMH(OpPMAIMIO, 3aiAM B HACTPOUKHU
Opay3epa u ynanu cookies;

[lepuonnuecku MpoBepsiii, KAKUE IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HoMmepe; JlaBail cBoii HOMEp MOOUIBLHOTO TenedOHA TONBKO JOJIM, KOTOPBIX ThI
3HAEIIb U KOMY JI0BEPSEILb;



Bluetooth momkeH OBITH BBIKIIFOUEH, KOT/IAa Thl UM HE TOJb3yemibcs. He
3a0bIBali MHOT/Ia IPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO KpPACOYHbIC, 3aXBaThIBAIOIIUE
pasBiieueHus, OOBEIUHSIONIME COTHH THICSY YEJOBEK MO Bcemy mupy. Mrpoku
WCCJIENYIOT NaHHBIH UM MHpP, OONIAFOTCS APYT C APYTOM, BBIMOJHSIOT 3a7aHUs,
CPKAIOTCSI C MOHCTPAMHM W TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM IUIATAT:
MOKYIAIOT AUCK, OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIUH.

Bce 3T cpeacTBa uayT Ha MOAJIEpKAHUE U PA3BUTHE UTPHI, a TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIMU, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIsl TPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTU CEPBEPOB.
B 1o/00HBIX WUrpax CTOMT OmacaThbCsi HE CTOJILKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
Urp.

OcHoBHbBIE COBETbI 110 0€30MACHOCTH TBOEI0 HI'POBOTI0 aKKAayHTa:

1. Ecau npyroif urpok BejeT ceOs IUIOXO WM CO3/1aeT Te0e HENMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [Toxamnyiicss aAMUHUCTPATOPAM WIPBI Ha IUIOXO€ MOBEICHHUE ITOTO UIPOKA,
KeaTelIbHO PUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3 He yxa3biBail 1nunyo nHGOpMaIuio B podaiine urpbl;

4 YBaxkail ApyruX yYaCTHUKOB 110 UTPE;

5. He ycranasnuBaii HeopuiinaabHbIe TATYU U MOJIBI;

6 Hcnonb3yl CIIO)KHBIE U pa3HbIE MIAPOJIH;

7 Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIFOYATh aHTUBUPYC. 11oka Tl Urpaems,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OObIYHOM Kpaskel JAEHET M JOKYMEHTOB CETOJIHA YK€ HUKOTO HE yIWBHILIb,
HO C pPa3BUTUEM HWHTEPHET-TEXHOJOTUN 3JO0YMBIIUICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCS "MIOOUMBIM" JETIOM.

Tak mosiBuiIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJlaBHas 1EJIb KOTOPOrO0 COCTOMT B MOJYyYEHUHU KOH(PUIACHIMATBHBIX JaHHBIX
MOJIb30BaTENe — TOrMHOB U maposie. Ha anrnuiickoM si3bike phishing uurtaercs
kak ¢pummHr (0T fishing - peiOHas noBs, password - mapoib).

OcHoOBHBIE COBETHI 110 00pbLOE ¢ PUIIMHIOM:
1. Cnenu 3a cBouM akkayHTOM. Eciu Tbl mojo3peBaelib, 4TO TBOS aHKETa Oblia

B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOIIUTh aIMUHHCTpATOpam
pecypca 06 3TOM KakK MOKHO CKOpEE;



2. Ucnonw3yit Oe3omacHble BeO-CaWThl, B TOM YHCIE, WHTEPHET-MAara3uHoOB W
MTOMCKOBBIX CUCTEM;

3. Vcnone3y#t crnoskHble U pa3Hbie apoiu. Takum o0pazoM, eciu Te0si B3JIOMAIOT,
TO 3JI0YMBIILJIEHHUKH MOTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B370Malii, TO HEOOXOAUMO MPEAyNpeluTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI ¥ T€OS B JIPY3bsX, O TOM, YTO T€Os B3JIOMaJId U, BO3MOXKHO,
OT TBOETO UMEHHU OYJIET pacChIIaThCs ClIaM U CChUIKM Ha (DUIIMHTOBHIC CANUTHI,

5. YcranoBu HaaexHbIi napois (PIN) Ha MOOHITBHBIN TelaedoH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii (haliiael ¥ APYyTHUE BIOKECHHS B MUChMaX, JTaKE €CIIM OHU MPUILIH
OT TBOUX Jipy3ei. Jlydllle yTOuHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haidsibl.

u¢posasi penyrauus

[udposas pemyTarusi - 3TO HETaTUBHAsI WJIM MO3UTHBHAS MH(OpMAaIus B
cetu o tebe. Kommpomerupyromas uHpopManusi, pa3MelIeHHas B HHTEPHETE,
MOJKET CEphE3HBIM 00pa3oM OTpa3UTbCA Ha TBOEH peasibHOM ku3HU. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN popmupyeTcs u3 uHpopmManuu o tedbe B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl O OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKaluM JUYHON
uH(popmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXeEINTb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTtapuu, pazmenienue TBoux ¢otorpaduii u Jpyrue IeUCTBUS MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, Kak Thl MX yJajnullb. bl HE 3HACWIb, KTO
COXpaHWI 3Ty HWHPOPMAIMIO, TMOMajga JU OHAa B TIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJABHOE: YTO MOAYyMaroT O TeOe OKpY’Karolue JIIOIu,
KOTOpbIE HAWAYT W YBUAAT 3T0. HaliTh mHQpOpMAIUIO MHOTO JIET CIYCTS CMOKET
100011 - KaKk U3 H0OphIX OOYKICHH, TaK U C HAMEPEHUEM MPUYHUHUTD BPEl. ITO
MOKET OBITh KTO YTOJTHO.

OcHoBHBIE COBETHI 10 3a1UTe HM(POBOM pPeyTALMHU:

1. Tloxymaii, mpexxae 4eM 4To-TO MyOJIMKOBATh U NiepeaaBath y ceOsi B OJiore uiu B
COILIMAJILHOM CETH;

2. B Hactpoiikax npoduiis ycTaHOBU OTPpaHUUYEHUs] Ha TIPOCMOTP TBOETO MpoduIs
U €ro COJEPKUMOTO0, CAeIall ero ToabKo "miis apy3en";

3. He pa3memiaii u He ykasbiBall WMH(OpPMAlMIO, KOTOpas MOXKET KOro-imdo
OCKOPOJISAThH WA OOMKATh.

ABTOpCKOE NIPaBo



CoBpeMeHHbIE IIKOJBHUKM - aKTHUBHBIE IOJIb30BaTedN  IU(GPOBOTO
npocTpancTBa. OIHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOro  Mupa TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyallbHasi COOCTBEHHOCTBH'" OTHOCUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO yMa, HayMHas C HOBBIX H300pETEHU U 3HAKOB,
0003HayaroMUX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HAa MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TPyJAd, MOJYYUTh H3BECTHOCTb W Hpu3HaHue. Hukro 06e3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pa3mears B MIHTEpHETE.

Ucnonp3zoBanue '"mupaTckoro" MIpOrpaMMHOTO  OOECHEYEHUSI MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKAayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBa, IJle YCTAaHOBJIEHA HeJerajabHas nporpamma. He
CTOMUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE M O€CIIaTHBIE MPOrPaMMBI,
KOTOPbIE MOKHO HAalTH B CETH.

CeteBUUOK.p( - TBOM TJIABHBIN COBETYHK B CETH. 37E€Ch Thl MOXKEIIh Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYNHBIM A3BIKOM, a TP BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATH y4acTUE B
KOHKYpCaXx M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



